MODULE 1
Choosing your devices
and protecting them
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Welcome to this first module which will cover digital devices and their protection.
Indeed, before embarking on a training focused on digital tools, what could be
better than exploring together the different types of tools that exist, their pros and
cons in order to guide you through your choices. We will then see how to best
protect them in order to make them last.

DIFFICULTY

€ How to choose your device REQUIREMENTS

None!
In this chapter you will discover:
e The different types of devices that exist and
their pros and cons Discover the explanatory
e Ashort guide to help you decide which device a sheet1
best suits your needs N DURATION

@ Physical protections For your devices

In this chapter you will discover:

e Why itis important to use physical protection . 1 Tl (PRI @i piter
! Discover the explanatory
for your devices sheet 2
o The different types of protection for each
device and their purpose N7 HARDWARE

e Digital protections Por your devices

In this chapter you will discover:
e Why itisimportant to use digital protection for
your devices

o The different types of protection for each device Discover the
and their purpose: explanatory sheet 3 \. J

o Antivirus
o App Security N7

o Locking methods (pin code, passwords,
etc.)

o Updates

o Localization function

0 Best practices For making your devices last

In this chapter you will discover:
o Tips to extend the lifespan of your devices Discover the
. . explanatory sheet 4
e Whatto do if your phone falls into water to
save it

N7
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Practice!

Complete the
exercise here

Choosing the right devices in Ghe context of work

[[? Here are some situations from your daily life where this module could be useful to you:

(] Protect your personal and professional device

You may have received a digital device (smartphone, tablet, etc.) from your employer. It is your responsibility to ensure
its security. Generally, a case will be provided to protect it physically. You will also have a protection code. It is up to you
to ensure that this code does not fall into the wrong hands to protect the information contained therein.

(] Good tips for devices

This module will also give you tips on how to make your devices last, whichever they are. You will also be able to give
advice to the supported people so that they can benefit from them. For example, if the phone falls into water, you will
know what to do to try to “bring it back to life"!
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